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HacTtoswmi [JokyMEHT BXOAUT B KOMIMJIEKT MNOCTaBKM NporpaMMHoro obecnevyeHnss CK3U
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OOKYMEHT WAM ero 4acTb B 3JIEKTPOHHOM WAW ne4vyaTHOM Buae He MoryT 6biTb
CKOMMWpPOBaHbI U NepefaHbl TPETbUM ML AM C KOMMEPYECKOW LLeNblo.
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AHHOTAUUSA

Hacrosuw ee PykoBoacTBO AonosHAET AoKYMeHT «XXTAN.00087-03 91 01. KpunTtollpo CSP. PykoBoacTBO
agaMmHucTpaTopa 6esonacHocTm. O6was yacrtb» Npu ncnonb3osaHmm CK3U noa ynpasneHmnem OC SailfishOS.

NHCTpyKUNKN aaMUHUCTpaToOpam 6e3onacHOCTM M nosib3oBaTeNsM Pa3/IM4YHbIX aBTOMAaTU3NPOBAHHbIX

cucteMm, ncnonbsyrowmnx CK3U «Kpuntolpo CSP» v 4.0 R4, oomKHbI pa3pabaTbiBaTbCsa C y4eTOM TpeboBaHui
HacToswero 4OKyMeHTa.

Cnuncok cokpalleHunmn

CRL Cnuncok oTo3BaHHbIX cepTudukaTos (Certificate Revocation List)
APM ABTOMaTM3MpoBaHHOe paboyee MecTo
ACH JaTuuk cnyvyarHbix yncen
HCAO HecaHKLMOHNPOBaHHbIA AOCTYN
OoC OnepauvoHHas cMcrema
no MporpammHoe o6ecneveHune
Mposaiiaep NcnonHaeMblin Moayb UM Habop MCNONMHSAEMbIX MOAYEN, MO3BOJIAIO LLNMX OCYLL, eCTBNATb
KpunTorpaduyeckme onepaumm.
MpucBoeHMe on HHbIX aTpnbyTOB HOM K/toYa, NpaB MCNOIb30BaHUS U
Perucrpauns pucBOeHUWE onpeaene aTpmnbyToB (agpeca, HOMepa Ko4a, Nnpas NCMo/b30Ba
T.n.) aboHeHTy
PernaMeHT COBOKYMHOCTb MHCTPYKLUMI U APpYroV perfiaMeHTUpYtowen 4oKyMeHTaunm,
obecneunBatolein GyHKLMOHNPOBAHME @aBTOMaTU3NPOBAHHOM CUCTEMbI BO BCEX PEXMMaXx.
DNeKTPOHHbIA AOKYMEHT, MOATBEPXAA OLWMN NPUHAANEXHOCTb K0 Ya NPOBEPKH
CepTtundukaTr 3NEeKTPOHHOW NOANMUCU UM OTKPbLITOrO KNtoYa U onpeaeneHHbIX aTpubyToB KOHKPETHOMY
aboHeHTy
CK3M CpeacrtBo Kpuntorpadunyeckom 3alumTbl MHPOpMauum
an DNeKTpoOHHasa NOANUCH
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1. OCHOBHble TeXHUYECKMNEe AaHHble N xapaktepuctmkm CK3U

1.1. MNporpaMMHoO-annapaTHaa cpeja

CK3MN «Kpuntollpo CSP» v 4.0 R4 noa ynpaenenHneM OC SailfishOS wcnonblyetcs B
nporpaMMHo-annapaTHoi cpege SailfishOS sepcun 2.1.1.12 (ARMv7).

1.2. KntoueBble HOCUTENNU

B kauecTBe K/OUYEBbLIX HOcuTenen knwden DI M 3aKpbTbiX KAKYEN BbICTYNatoT pasaensl
HakonuTenen, BXoasiWwmnx B COCTaB MOBUMbHLIX YCTpPOMCTB noa ynpasneHnem OC SailfishOS.

1. XpaHeHue 3aKpbITbIX KNIIOYEN Ha ycTponcTBe noa ynpasneHmem OC SailfishOS gonyckaeTcs ToNbKO
npu ycs0OBUWM pacnpoCTpaHEHWs Ha 3TO YyCTpoWcTBO TpeboBaHMn Mo obpaweHuto C KIK4YeBbIMU
HocnTenammn (N.6.7 XTAN.00087-03 91 01. PykosoacTtBo aaMuHucTtpaTtopa 6esonacHoctn. Obwas
m 4acTb).

—~ | 2. Hocutenmn B coctase ycTpoicTe nog ynpasneHnem OC SailfishOS ncnonb3yoTcs TONbKO B KayecTBe
MacCMBHOINo XpaHuauwa kno4deBon uHdbDopmauum 6e3 Mcnonb3oBaHUSA KpunTorpaduyeckux
MeXaHW3MOB, peasiIn30BaHHbIX HA YCTPOWCTBE.

3. Ncnonb3oBaHmne HOCUTENEN APYIMX TUMNOB - TONbKO NO cornacoBaHuto ¢ ®Ch Poccuu.
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2. YctaHoBka auctpubytmnea MO Kpuntollpo CSP

YcTaHoBKa, yaaneHne u obHosneHve MO ocyLecTBASIETCSA OT UMEHW NONb30BaTeNs, UMEILLEero
npaBa agMMHUCTpaTopa (HanpuMmep, C UCMOMb30BaHMEM KOMaHAbl devel-su).

CK3N «Kpuntollpo CSP» TpebyeT crnepywowen nocaeaoBaTeNlbHOCTM YCTAHOBKW: CHadana
yCTaHaB/IMBaAeTCa NpoBanaep, 3aTeM YCTaHaBNMBAKTCSA OCTasibHble MOAY/N, BXOAsWME B COCTaB
KOMMieKTaumu.

B OC SailfishOS pana ycTtaHoBKM, yaaneHus un ob6bHoBneHuss MO nNpuUMEHATCA nakeThbl
(packages). lMakeT - apxuB AUCTpubyTMBaA, coaepXKalwmn dannbl yCTaHAaBIMBAEMOro MPUIOXKEHUS U
dannbl, WUCMONb3YKLWMECS WHCTANNATOPOM ANa  KOHPUrypupoBaHus cpegbl. B onepaumoHHbIX
cuctemax Linux wucnonblyercsa MeHeaxep naketoB RPM (Red Hat Package Manager), KoTopbii
ABNAETCSA MMOBKMM MHCTPYMEHTOM Ans YCTaHOBKMW, yAaneHus, 06HOBneHuMs n cO6opkM MNporpaMMHbIX
nakeTtoB. [lakeTbl, nNpeacTaB/ieHHble B Buae danna C pacwumpeHmem .rpm, cogepxaT B cebe
HenocpeacTBeHHO dannbl MO n nHbopMauuo 4 KOHDOUNypmupoBaHUa cpegbl.

[Ons ycTaHOBKM MakeTa UCMOJIb3YeTCS KOMaHAa:
rpm -i <dawi_nakera>
Hanpumep: rpm -i./Isb-cprocsp-base-4.0.9958-4.noarch.rpm

Ons yaaneHus nakeTa UCMosib3yeTcs KOMaHAaa:

rpm -e <uMsA_naketa>

Hanpumep: rpm -e Isb-cprocsp-base-4.0.9958-4
MM nakeTa MOXET He BKJKo4YaTb BEPCUIO.
Hanpumep: rpm -e Isb-cprocsp-base

MakeTbl 3aBUCAT APYr OT Apyra, MO3TOMY [AOJ/KHbl YCTaHaBNMBATbCA MO MOPSAKY C YUYETOM
3TUX 3aBUCMMOCTEW, a YyHdansaTbCcs B o6paTHOM nopsiake. YCMOBHO MOXHO CUMTaTb MpaBWbHbIM
nopsiAKOM TOT, KOTOPbLIA onncaH B Tabnuvue 3aBUCUMOCTEN M HAa3HAYEHUS MaKeTOB.

Tabnuua 2.1 - 3aBUCUMOCTU U HA3HAUYEHUSA MAKETOB.

NMa nakeTa 3aBMCMMOCTH Ha3HauyeHue nakeTa

Ob6sa3aTesnbHble NaKeTbl

Isb-cprocsp-base Isb Ba3oBbIli nakeT, ycTaHaBAMBAETCS NEPBbIM.,
€CNN TOJIbKO He HYXHbl compat-nakeTsbl.
Isb-cprocsp-rdr Isb-cprocsp-base OCHOBHbIE TMPUJ/IOXKEHUSA, CUYUTbIBATENN U
OC4.
Isb-cprocsp-kcl Isb-cprocsp-rdr MpoBanaep KC1.
Isb-cprocsp-capilite Isb-cprocsp-rdr nporpammel " 6unbnnoTteku ans
Isb-cprocsp-kcl BbICOKOYPOBHEBOW paboTbl ¢ KpunTorpaduein

(ceptudmkatamm, CMS...).

JONoNHUTENbHBIN NakeT

Isb-cprocsp-devel Isb-cprocsp-base MakeT ana paspaboTumka.

cprocsp-stunnel Isb-cprocsp-base YHuBepcanbHbii SSL/TLS TyHHEND.
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3. O6HoBneHne CK3UMN Kpuntollpo CSP

Ona obHoBneHns MO CK3U Ha OC SailfishOS Heobxoanmo:

— 3anoOMHUTb TeKyLYy KoHdurypauuto CSP:

* Habop yCTaHOBJIEHHbIX MNAKETOB;

" HACTPOMKMK nMpoBakgepa (4N8 NPOCTOTbI MOXHO COxXpaHuTb /etc/opt/cprocsp/config.ini);
— yhanutb wtaTHbiMM cpeactBamm OC Bce nakeTbl CK3U;
— YCTaQHOBMWTb @aHa/lOrM4yHble HoBble MakeTbl CK3U;

—  Npu HeO6XOAMMOCTU BHECTU M3MEHEHMS B HAacTPoMKkM (MOXHO nocMmoTpeTb diff cTaporo m
HoBoro config.ini);

—  KJO4YN U cepTuUdUrKaTbl COXPaHATCS aBTOMaTUYECKMU.
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4. Hactponka CK3U

4.1. JocTyn K yTuauTe ansa HacTtpoikmn CK3U

HacTtporika CK3W ocylwecTBnsercs ¢ NoMowblo yTunuTbl cpconfig, KOTopass BXOAUT B COCTaB
ancTpubyTmBa 1 pacnosioxeHa B aupektopumn /opt/cprocsp/sbin/arm.

4.2. BBOA CEPUIMHOIo HOMEpa NNLLEH3UN

Mpn ycTaHoBKe nporpaMMHoro obecnedenns <«Kpuntollpo CSP» 6e3 BBOAA /MLEH3UU
Monb30BaTeNl0 NpefoCTaBASEeTCSA JIMLEH3US C OrpaHUYEeHHbIM CPOKOM AencTBuA. [Ns MCnonb3oBaHUs
Kpuntolpo CSP nocne oKOHYaHMSA 3TOr0 Cpoka nosib3oBaTeNlb AO/HKEH BBECTU CEPUMHBLIA HOMep C
6naHka NUUEH3MM, MNONYYEHHOW Yy oOpraHusauuu-paspaboTuMka WAM opraHmMsauunu, MMelLleln npasa
pacnpocTpaHeHus npoaykTa (aunepa).

Onsa npocMmoTpa nHdopMauum O NMLEH3UN BbINOSHUTE:

# cpconfig -license -view

[ns BBOAA NVLEH3NN BbINOJTHUTE:

# cpconfig -license -set <cepwuiiHbIii_HOMep>

CepuiiHbIMn HOMep cneayeT BBOAUTb C CcoboAeHWEM perncTpa C UMBOJIOB.

4.3. HacTpotika obopyaosaHus CK3U

YTunuta cpconfig Takxe npegHasHadeHa QnJfs M3MeHeHus Habopa yYCTpPOWCTB XpaHeHus
(HocuTenen) M cunTbiBaHUA (CUUTbIBATENEN) KAOYEBON MHMOPMALMM U AATUYMKOB CJIyYamHbIX Ynces.
MNpeaycTaHOB/IEHHbIMU SBNAOTCSA cuuTbBaTenu flash-Hocuteneln M ¢dalkinoB Ha XeCTKOM Aucke, a
TakXe KOHCONbHbIM BMoJCH n cumTbiBaTENb BHELIHEN FaMMbl.

Ons npocMoTpa cnmcka HacTPOEHHbIX CYMUTbIBATENEN:
# ./cpconfig -hardware reader -view

Ana npocMoTpa cnucka HacTpoeHHbix ACY:

# ./cpconfig -hardware rndm -view

Ons ncnonb3oBaHUA BHELIHEW raMMbl HAaAO CKOMMPoBaTb halsibl C AaHHbIMK, MOJYYEHHbIMM Ha
"APM BbipaboTkm BHewHel rammbl'. lpuMep konupoBaHus dainoB (MONOXKMM, YTO OHM fexaT B
/tmp/db[1,2]):

# cp /tmp/dbl/kis_1 /var/opt/cprocsp/dsrf/dbl/kis_1
# cp /tmp/db2/kis_1 /var/opt/cprocsp/dsrf/db2/kis_1

Mpn HeobXxoAMMOCTUM KOHCONbHbIM BMoJCH wn cuuTbBaTENb BHELWHEN raMMbl BO3MOXHO
[06aBUTb BPYYHYIO.

Ona koHconbHoro buo[JCH TpebyeTcsa nakeT nakeT Isb-cprocsp-kcl, kpoMe Toro oH paboTaeTt
Tonbko ¢ KC1 npoBangepoM. Ons aobasneHns KoHconbHoro buo[CH:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"
Onsa pobaBneHns MCNOMb30BaHMS BHELIHEW raMmbl:
# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware mdm -configure cpsd -add string /dbl/kis_1
/var/opt/cprocsp/dsrf/db1/kis_1

# ./cpconfig -hardware rmdm -configure cpsd -add string /db2/kis_1
/var/opt/cprocsp/dsrf/db2/kis_1

4.4, YcTaHOBKa napamMeTpoB XYypHannposBaHus

CK3M nossonsier cobupaTb  OTNAfO4YHYKD  MHPOPMAUMIO UM UMEET  BO3MOXHOCTb
NpoOTOKONMpOBaHus cobbmuin. WMHdbDOpMaumsa 3anucbiBaeTcss B CUCTEMHbIM XypHan (06bMHO B

-8-
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/var/log/messages). CywecTByeT BO3MOXHOCTb WM3MEHEHWS HACTPOEK >XXYPHasIMpOBaHWUA PasfiNYHbIX
mMoaynei npoaykTa. CywecTByeT BO3MOXHOCTb M3MEHEHMSI YPOBHSI XYypHanupoBaHusa u dopMaTa
BbIBOAUMBIX OT/IaA0UYHbIX COO6LLEHMIA. [N NONYyUYEHUS CNpaBKM MO HAaCTPOMKaM >XypHaMpoBaHuA:

# cpconfig -loglevel -help

Moaynu, Ans KOTOpbIX MOAAEPXMBAETCSH XypHannpoBaHue:

Cpcsp - A4po KpunTonposanaepa

capil0 - CryptoAPI 1.0

cpext — pononHenuna ana CryptoAPI 2.0

capi20 - CryptoAPI 2.0

libcspr — 6ubnmnoTeka ans NoakAYEHUs K npoBalaepy B cepBuce unm K HSM-cepsepy
libssp - TLS

cppkcsll - PKCS11

cpdrv - apansep

dmntcs - TecToBOe NpunoxeHue ana obpalleHns K TeCTOBOMY ApariBepy

4.5. HacTpolika kpunTonposangepa no yMos4aHuio

MpoBOAWTb HACTPOMKY KpUMTOMpoBalkaepa MO YMOMYAHUIO HYXHO TOJSIbKO B 0COBbIX cly4dasix
AN COBMECTMMOCTM. /1S nMpocMoTpa TUMOB AOCTYTMHbIX KPUATONPOBanaepoB:

$ ./cpconfig -defprov -view_type

[Jns npocMoTpa CBOWCTB KpUMTOMpOBakAepa HyXHOro Tuna:

# ./cpconfig -defprov -view -provtype <provtype>

Ons ycTaHOBKM npoBangepa MO YMOAYaHUIO A1 HYXHOrMo Tuna:

# ./cpconfig -defprov -setdef - provtype <provtype> -provname <provname>
Ons nonydyeHus UMeHN npoBangepa Mo YMOSYaHUIO ANS HYXXHOro Tuna:

# ./cpconfig -defprov -getdef -provtype <provtype>

4.6. BKkoyeHMe pexxmMa YCWUIIEHHOr0 KOHTPOJIS MCMOIb30BaHUS KIOUYEN

PexuM yCUNEHHOro KOHTPOJSSi WCMOSb30BaHUS  kitodelr obecneuymBaeT oOcyllecTB/ieHMe
KOHTPONIS CpoOKa AEeNCTBUS AOSIFTOBPEMEHHbIX KJIIOYEN SNEKTPOHHOM MNOANUCKU N KNo4YeBOoro obmeHa,
KOHTPOJIS [AO0BEPEHHOCTM KJ/OYENH TMpPOBEpPKM 3S/IEKTPOHHOW MOAMUCU U KOHTPOSISi KOPPEKTHOro
MCMNOMb30BaHMS MPOrpaMMHOr0  AaTyMKa CJlydalHbix 4yucen. [locne ycnewHon WHCTannsumm
Heobx0ANMO BKOUUTb AAHHbIA PEXWM, BbINOSIHUB KOMaHAYy:

#./cpconfig -ini "\config\parameters' -add long StrengthenedKeyUsageControl 1

Ona  obecneyeHns KOPPEKTHOr0O (QYHKUMOHMPOBaAHMS MpoBangepa B 4acTu BblpaboTKu
3/1eKTPOHHOM MOAMUCK, a Takxe paboTbl C BPEMEHHbIMM KAk4YaMu (B 4YaCTHOCTW, Ans paboTbl B
pamkax TLS-coeauHeHus 6e3 ayTeHTUdUKAUUN KIMEHTa) W TreHepauun CJlydalHblX AaHHbIX
HeobxoAMMO MpomM3BECTU BbIPABOTKY [AONTOBPEMEHHBIX KJIHOYEN WMAWM 3anyCTUTb yTunuTy csptest,
npeaBapuTesibHO MPOBEPMB, YTO 3aperucTpMpoBaH XoTs 6bl OAMH AATUYMK Cly4YalHbIX YUCEN.

# ./csptest -keyset -verifycontext -hard_rng

Ncnonb3oBaHme CK3U 6e3 BKAOUEHMS peXxuMa YCUNEHHOrO KOHTPOS MCMOSb30BaHUS KJltodel

pa3peLlaeTcs UCK/IUNTENbHO B TECTOBbIX LensX.
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5. CoctaB 1 Ha3HayeHne KOMMNOHEHT nporpaMMHoro obecneyeHnsa CK3U

5.1. bazosbie Mmoaynn CK3U
MO CK3WN copepxut cneaywouime 6a3oBble MOAYN:

libcsp -6ubnunoteka «Kpuntollpo CSP», agpo nposaiiaepa.

libcspr - 6ubnunoteka pabotbl ¢ yaanéHHeiMm «Kpuntollpo CSP».

libssp — 6ubnuoteka ceteson ayteHTudurkaumm «Kpuntollpo TLS».
cpverify — Moaynb KOHTPONS LEeNOCTHOCTM.

wipefile — Mmoaynb HagéxHoro yaaneHus dannos BMeCTe C COAEPXMMbIM.

cryptcp - moaynb ana noanucm mn wudpoBaHmsa dannos, 3anpoca Bbidadu cepTudukKaTos
YpocTtoBepswowmMm LleHTpom.

certmgr - yTunuTa KOMaHAHOW CTPOKM ANS ynpasBfieHns
cepTudukatamm, cnuckamm ot3bBa ceptudukaTos (CRL) n xpaHunmwamm.
stunnel - moaynb anga cosganmsa TLS-TyHHens.

B Ha3BaHusax auctpubytmeoB CK3M B kauecTBe npedukca ucnonblyetrcs 0603HaveHue
cprocsp.

5.1.1. bubnmoteka libcsp

Bubnunoteka libcsp peanusyert uenesble GyHKUMM KpunTorpadumuyeckon sawmntbl HbDOpMaLuu,
paboTy c kao4Yamm, nepBuYHYt0 06paboTKy 3anpoca MNoay4vYeHus AOCTyna K K/AKYEBbIM HOCUTENSM U
Buo1CH.

5.1.2. bubnuoteka libcspr

Bnbnmnoteka libcspr obecneumBaeT AOCTyn K KpunTonpoBanaepy, pyHKLUOHUPYOWEMY Kak
OTAE/bHbIA CEepBUC.

5.1.3. bubnuoteka ceteBol ayTeHTudmKaumm Kpuntollpo TLS

Bubnunoteka libssp peanusyetr npoTtokon ceTeBon ayTeHTudukaumm Kpuntollpo TLS wu
ucnonblyet kpuntorpaduyeckme  dyHkumm  Kpuntollpo CSP  agna obecnedeHuns npouecca
ayTeHTudukaumm un wudpoBaHms Tpaduka Mexay KIMeHTOM u cepsepoMm. Obuwee onuncaHue
rnpoTokona npueBeaeHo B JAokyMeHTe <« XTHAW.00087-03 91 01. Kpuntollpo CSP. PykoBoACTBO
aaMuHucTpatopa 6e3onacHocTn. Obwas vyacTb».

Mpotokon TLS (RFC 2246) ucnonb3yeTcs ANS 3aWuTbl COeAMHEHUN B KJIMEHT-CepBepHbIX
TEXHOIOMMnAX.

5.1.4. Moaynb cpverify

Moaynb cpverify npeaHasHayeH pAns KOHTPOAsS LENOCTHOCTM npu ycTaHoBke CK3U u
dyHKumnoHmposaHuu MO CK3U Kpuntolpo CSP Ha ycTpoMcTBe nosib3oBaTtesns.

5.1.5. Moaynb wipefile

Moayne wipefile ncnonb3yerca ans HagéxHoro yaasneHus danaoB BMecTe C COAEPXMMbIM
Npu WTaTHbIX W HEWTaTHbIX (CBOMMPOBAHME) CUTYaLUAX.

5.1.6. Moaynb cryptcp

Moaynb npegHasHayeH Ans paboTbl C cepTuduKaTaMm C UCMOSb30BaHWEM WH@PaACTPYKTypbl
OTKpPbITbIX  K/OYer, wudpoBaHusa/pacwmndpoBaHnua coobweHnin, coaepxawmxca B  dannax,
CO34aHuNsA/NPOBEPKN 3NIEKTPOHHbLIX MOAMUCEN M X3LWMPOBaHMUS CoObWeHnn, coaepXawuxcs B danne
win rpynne ¢annos, a TakXxe 3anpoca Bbigayun cepTudmkaToB Y aocToBepstowmM LieHTpoMm.

5.1.7. Moaynb certmgr

Moaynb MOXeT YycCTaHaBNuMBaTb, YAansATb, PacKoOAMPOBaTb, 3KCMOPTMPOBATb M OTo6paxaTb
ceptudukaTbl unn CRL 13 halifloBOro XpaHWivLLa MM KI0YEeBOro KoHTelHepa.

-10 -



XTAN.00087-03 91 10. Kpuntollpo CSP. PykoBoACTBO agMUHUCTpaTopa 6e3onacHocTu.
Mcnonb3oBaHne CK3M noa ynpasneHnem OC SailfishOS.

5.1.8. Moaynb stunnel

Moaynb AN co34aHus 3aWuiiéHHoro TLS-coeanHeHus Mexay KAWEHTOM W NoKalbHbiM UAn
YyOANEHHbIM CepBEpOM.

5.2. Moaynu noacucrtembl nporpaMMHon COK

5.2.1. Moagyneb libcapi20

Moaynb libcapi20 ncnonblyercs ana ynpasfeHuUs cepTudukaTtamMm OTKPbITbIX KAKOYEN, a Takxke
ana obecneyeHusa BbINOJHEHUSA KpunTorpaduyecknx 3anpocoB Ha ypoBHe uHTepdenca CryptoAPI v.
2.0. UHTepdelic moaynsa libcapi20 asnsetcs noamMHoxecTBoM uHTepdelica CryptoAPI v. 2.0.

5.2.2. Moayneb librdrfat12

Moaynb librdrfat12 ucnonb3ayetcs ans nonydeHmss gocTtyna k flash-Hocutenam u pasgeny
XKeCTKOro aucka.

5.2.3. bubnnoteka librdrsup

Bubnuoteka librdrsup obecneumBaeT peanusaumio o06WKMX PYHKUMA AOCTyna K pasfiMyHbIM
YCTPOMCTBAM XpaHEHUS KJIIOYEBLIX HOCUTENEN U ypoBeHb abCcTpakumm OT onepauMoHHON CUCTEMBI.

5.2.4. Mogynn gaTuyMKOB CNy4YalHbIX ymcen

Bnbnunotekn librdrdsrf n librdrrndmbio obecneumBatoT noaaepxxky paboTbl C BHELUHEN raMMOM
n bnoACH cooTBETCTBEHHO.

5.2.5. bubnuoteka libcpasnl nogaepxkun ¢popmata ASN1

Bubnunoteka libcpasnl coaepxut dyHKUMM NpeobpasoBaHns CTPYKTYP AdHHbIX B MaLUMHHO -
He3aBMCUMOe npeacTaBreHune.
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6. BctpanBaHne CK3UMN Kpuntollpo CSP B npuknagHoe MO

Mpu BcTpauBaHum CK3U Kpuntollpo CSP B npuknagHoe nporpaMMHoe obecneyeHue AOSXKH bl
BbIMONHATLCSA TpeboBaHusa pasgena 17 pokyMmeHTa <«XKTHAW.00087-03 91 01. PykoBoACTBO
aaMMHUCTpaTopa 6e3omacHocTu. Obwasa 4vacTb», AokyMeHTa <«XTAM.00087-03 96 01. PykoBoacTBO
nporpamMmucta» u n. 1.5 gokymeHta «XKTS5N.00087-03 30 01. dopmynsap».
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7. TpeboBaHMsa N0 OpraHM3auUMOHHO-TEXHUYECKUM U aAMUHUCTPATUBHbLIM MepaM
obecneyveHunsa sakcnnyataunm CK3U

JOMmKHbI BbIMONHATECS TpeboBaHUS MO OpPraHM3aLMOHHO-TEXHUYECKUM U a4MWHUCTPATUBHbLIM
MepaM obecneyeHus 6eszonacHocTm akcnnyaTauum CK3UM B ob6beme pasgenoB 15 um 16 gokyMeHTa
CK3M XTSKMN.00087-03 91 01. PykoBoacTBO aaMUHMUCTpaTopa 6e3onacHocTu. Obuwas yacTb.

Mpu skcnnyataumm CK3W Ha nnatdopme SailfishOS npu obpaboTke KoHpUAEHUWANBHOM
MHpoOpMauMM AN KOHKPETHOro MoOObunbHOroO YCTpohcTBa, paboTatwwero noa ynpaBneHmem OC
SailfishOS, pomkHbI BbINONHATLCS AencTBytowme B Poccuiickon Pepepaunm TpeboBaHUS MO 3alUuTe
OTKpbITOi (KOHdMAeHUManbHOM) wuHdOpPMauuM OT YyTedkM N0 TEeXHMYeCKMM KaHanam. [laHHoe
TpeboBaHMe He npeabsiBAseTca B Ccay4dae 3kcnayatauum CK3W Ha nnatdopme SailfishOS npu
obpaboTke OTKpbTOMN uMHMOPMaUWKM, AOCTYN K KOTOPOM He  OrpaHM4MBaeTCs  COrnacHo
3akoHozaTenbcTBy Poccuiickon ®epepaunn. BHOC M ucnonb3oBaHWe MOOUIBHOMO YCTPOWCTBA,
paboTatowero nog ynpasneHneM OC SailfishOS, B moMelweHusiX, B KOTOPbIX BeAyTCsi MeperoBopbl
CEKpeTHOro cojepxaHus win npoBoasTcss paboTbl CeKpeTHOro xapaktepa, 6e3 npoBegeHus ero
crneuvanbHbiX UCCNefOBaHUN U CreynanbHOM NPOBEPKK 3arnpeLlarTcs.

Mpn wncnonbsosaHum CK3WN «Kpuntolpo CSP» noa ynpasneHuem OC SailfishOS Heobxoanmo
NpeanpuHSATb OOMNONIHUTESIbHbIE MEpPbl OPraHM3auUMOHHOIO M TEXHUMYECKOro xapakKTepa W BbINOSHWUTb
OOMOJIHUTENbHbIE HACTPOMKW OMepauMoHHOM CUCTEMbL. [lpu 3TOM CTaBUTCS 3ajayva He TOJbKO
obecneynTb AONOSHUTENBLHYIO 3awWwuTy ycTtponcTtBa n OC ot HC, Ho n obecneuntb 6ecnepeboliHbin
pexxuMm paboTbl U UCKAYUTb BO3MOXHOCTW "OoTKasza B 06CAyXuBaHuU", BbI3BBAHHOMO BHYTPEHHUM MU
npuynHamMn (Hanpumep - neperosiHeHMeM annoBbiX CUCTEM).

K opraHm3auMOHHO-TEXHUYECKMM MepaM OTHOCSTCS:

e obecnevenne dusnyeckor 6e3onacHOCTM yCTPONCTBA;
e yCTaHOBKA MpoOrpaMMHbIX OOHOBJIEHUIA;

e oOpraHusaumsa npoueaypbl pPe3epBHOr0 KOMMPOBAHMSA U XPAHEHUS pe3epBHbIX
KOmMun.

JononHutensbHble HacTporku SailfishOS kacawTcsa cnepytouwero:

e OrpaHuyeHWe OOCTyNa MOJIb30BATENIEh U HACTPOMKM  MOJIb30BATENbCKOro
OKpYXX€EHUS;

e OrpaHW4yeHue ceTeBbIX COeAMHEHUN;

e OrpaHWYEeHMst Ha 3anycK MNpoLecCoB M YCTAaHOBKY MporpaMmM;

e OrpaHuyeHwe Kosim4yecTBa "OTNpaBfsieMON HapyXy" cucTeMHOW mHdopMauuu;
e HaAcTpoOWKa NoACUCTEMbl MPOTOKOMMPOBAHUA M ayauTa.

7.1. OpraH1M3auNoOHHO-TEeXHUYECKME Mepbl

1. O6ecneueHne dunsmyeckom 6e3onacHOCTM yCTPOIMCTBA

CneayeTr WCKOUYUTb BO3MOXHOCTb AOCTyNa HeaBTOPU3OBAHHOINO MnepcoHana K YCTPOMUCTBY.
Ona aTtoro HeobxoaMMo NM60 OCYLWECTBASATb JIMYHbIAN KOHTPO/b 3@ YCTPOMCTBOM, NMOO XpPaHUTb €ro B
3anMpaeMom cende.

JocTyn nepcoHana K yCTpPOWCTBY AO/KEH 6bTb periaMeHTUpOBaH BHYTPEHHMM pacropsaKoM
3KCNyaTupyloLwei opraHM3aumnm 1 4OMKHOCTHBIMU UHCTPYKLMNSMU.

2. OpraHusauus npoueaypbl pe3epBHOro KOMMPOBAHUSA U XpaHEHUS pe3epBHbIX KOMuii

Mpn onpeaeneHnun periaMeHTa pe3epBHOr0 KOMMPOBAHUS M XPaHEHUs pe3epBHbIX KOMUi
cneayet obecrneyntb OTBETCTBEHHOE XPAHEHWE pe3epBHbIX KOMUA M OMpeaenuTb npoueaypy Bbloaym
pe3epBHbIX KOMWA OTBETCTBEHHOMY MNEPCOHANy U YHUUYTOXEHMSA BblleAwMX W3 ynoTpebneHus
HocuTeneun.

Pe3epBHble KOMUU AO/MKHbI XpaHUTbCS B 3anupaeMblX cendax nmbo B 3awmdpoBaHHOM BuAE
Ha 3BM.

CraHgapTHbIMXM MepaMu Mo OpraHMsauumM OTBETCTBEHHOIO XpaHEeHUs HOCUTeNen SBNaTCS:
e MApKUpOBKa HoCuUTEne;
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e COCTaBJIEHME OMUCUK XPaHMMbIX HOCUTENEN C YyKasaHMEM CepuiiHbIX (MHBEHTapHbIX) HOMEPOB,
AaT 3anmMcu HocuTenen, dammnmen coTpyaHuKa, co3gaBllero Konuw ans kaxaoro wkada(cenda);

e Nepmogmnyeckas cBepka ofnucu u coaepxumoro cendos (wkados);
e OpraHm3aumnsi OTBETCTBEHHOIO XpPaHEHUs M Bbldaum kiawoden ot cerndos (wkados);
e BO3MOXHOE oneyvyaTtbiBaHue (onnombupoBaHue) cendos(wkados).

YHUUYTOXEHME BbilWeawnx m3 yn0Tpe6neHm:| HocuTenen AOJDKHO NMpon3BoauUT bCA KOMUCCUEN C
CcoCTaBNeHneM akTa 06 YHUUYTOXEHMUN.

3. Mpn ucnonbzoBaHmm CK3U «Kpuntollpo CSP» Ha MobunabHbiX ycTpoincTBax SailfishOS,
MOAK/OYEHHbIX K 06WefoCTynHbIM CeTAM CBA3W, AO0/MKHbl 6bMb NpeanpuHSATbl  AOMOHUTENbHbIE
Mepbl, MWCK/4YaloWme BO3MOXHOCTb HECAHKLUMOHMPOBAHHOIO A0CTyna K CUCTEMHbIM pecypcam
MCMONIb3YEMbIX OMepaumnoHHbIX CUCTEM, K MporpaMMHOMYy obecrneyeHuto, B OKPYXEHUM KOTOPOro
dyHkumoHmpytot CK3U, mn k komnoHeHTaMm CK3W co CTOPOHbI yKa3aHHbIX CeTe.

4.MpaBo pgoctyna kK MobunbHbM ycTponcTBaM SailfishOS ¢ ycTtaHoBneHHbM [10 CK3U
«Kpuntollpo CSP» npenocTaBnseTcs TObKO sMLaM, O3HAKOMJSIEHHbIM C MpaBWlaMu MONb30BAHUS M
M3YUYMBLUMM 3KCMJyaTaUMOHHYO AOKYMEHTauul Ha nporpaMMHoe obecneyeHuwe, uMelllee B CBOEM
coctase CK3UN «Kpuntollpo CSP».

5.Ha TexHunyeckmx cpeactBax, ocHaweHHbx CK3W  «Kpuntollpo CSP»,  AO/MKHO
MCMOoJIb30BaTbCS TOJIbKO JIMLLEH3NOHHOE MNporpaMMHoe obecneyeHue GuUpM-Npon3BoaAUTENEN.

6. Ha koMnbloTepe, K KOTOPOMY MOAK/OYAETCS YCTPOWCTBO, AOJIKHbI OTCYTCTBOBaTb CpeacTBa
paspaboTkn mn otnagkm MO. Ecnn cpeacTtBa oOTMaAKku MPUIOKEHUA HYXHblI A1 TEXHOOMMYECKNX
notpebHocTelr  opraHusauuM, TO  UX  WUCMOJIb30BaHME  AO/HKHO  O6bTb  CaHKLMOHMPOBAHO
aaAMuMHUCTpaTopoM 6e3onacHocTn. B nwobom cnyyae 3anpeljaetcs MCNonb3oBaTb 3TU CpeacTBa ANs
npocMoTpa W pefakTUpoBaHUs Koda W MaMaTW npunoxXxeHun, wucnonbdywwmnx CK3W «Kpuntollpo
CSP».

7. 00mKHbI  6bTb  MPUHATBI  Mepbl MO UCKJIKOYEHMI0  HeCaHKLUWMOHMPOBAHHOIoO AocTyna
MOCTOPOHHUX UL, B MOMELLEHUs, B KOTOPbIX YCTaHOBMNEHbl TexHuyeckmne cpeactesa CK3U «Kpuntollpo
CSP», nmo poay CBOeN [esATeNIbHOCTU He SBAAWMXCS MNepcoHanoM, AonyuweHHbM K paboTe B
yKasaHHbIX MNoMeweHnsax. Takxe HeobxogmMo obecneuymTb HEBO3MOXHOCTb  WCMOIb30BaHUSA
yCTpoMCcTBa C YycTaHoBAeHHbIM CK3W mnOCTOPOHHMM nuvuaM, He SBASKOWUMUCS MMONb30BaTENSIMU
yCTpOWCTBa.

8. [lomkHO 6bMb 3anpeleHo oCcTaBasaATb 6e3 KOHTPOS BbMUCAUTENbHbIE CpeAcTBa, HA KOTOPbIX
akcnnyatmpyetcs CK3U «Kpuntollpo CSP» nocne BBoAa KAK4YEBOM MHGOPMaLMN.

9. Heobxoanmmo wu3beratb WCMNONb30BaHUA HeCTaHAAPTHbLIX annapaTHbIX CpeacTB, MMeLWwmX
BO3MOXHOCTb B/INATb HA (PYHKLMOHMPOBAHME YCTpONCTBa uam Ha SailfishOS.

10.Mocne MHCTannsayum SailfishOS chepyetr  yCTaHOBUTL  BCe peKkoOMeHAO0BaHHbIe
npou3BOAMTENEM OMEpPaLNOHHON CUCTEMbl MpOorpaMmMHbie 06HOBNEHWS M MporpaMMHble OH6HOBNEHMS,
CBsi3aHHble ¢ 6€30MacHOCTbI0, CYLEeCTBYOLWME Ha MOMEHT UHCTaNAALNuN.

7.2. JononHutenbHble HacTpoikn SailfishOS n onepauMOHHbIX CUCTEM, K KOTOPbIM MOAKJOYaeTCs
YCTPOMNCTBO

MHamBuayanbHasg HacTpowka SailfishOS

B HacTpolikax SailfishOS B pasgene «besonacHocTb — BnokmpoBka ycTpoicTBa» HeobxoaMMo
BK/OUYNTb Naponn. HeobxoamMMo 3a4aTb C/IOXKHOCTb MAaposisi M HACTPOWKM AN KosmMyecTBa MOMbITOK
BBOZa MNaposfsi, COOTBETCTBYIOLWME NOUTUKE Be3onacHOCT!.

KopnopatuBHasa HacTpomnka SailfishOS

KopnopatuBHast HacTporika SailfishOS mMoxeT 6bmb BbINOSIHEHa cpeacTBamMm Habopa
ynpaBieHns MobunbHbIMM ycTpoiicTBaMm (aHrn. Mobile device management, MDM). [aHHble
CpeAcTBa He MOCTAaB/IAOTCA B KOMMJAEKTE C OMepauMoHHOM CUCTeMol, HO MoryT pabortatb ¢ OC
SailfishOS nyTéM ncnonb3oBaHMss NpeaycMOTPEHHOro cuctemHoro API.

MyTém co3gaHus npodwunen cpeacteamm MDM wmnu B MHOMBUAYASIbHOM MOpsSAKe B paMKax

KOpNopaTUBHOM HacTpoOMKWM Ha KaxaoMm ycTpoicTBe SailfishOS, Ha koTtopom akcnnyaTtupyetcs CK3U
«Kpuntolpo CSP», no/mkHO 6bTb MPUMEHEHDbI Crieaytowme napaMeTpbl:
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a) Ha Bxoa B YyCTpOWMCTBO pJosmkeH ObMb  YyCTaHOBMEH MNaposb CO  CleayoWwuMu
HaCTpoMKaMun:

* MaKCuMasbHbIl CPOK AENCTBUS Napons He AO/HKEH npeBbllaTbh 3 Mecsua;

. YCTaHaBﬂMBaeMbIVI napoJjib AOJ/KEH HE coBnaaaTb C nocneaHnMm 6
MCMNO/Ib30BAHHbLIMKN MapoSIAMU;

* C/0XHOCTb MNAposis M HACTPOMKW ANa yAaneHus AaHHbIX B Cllydae HenpaBWUbHOMO
BBOZA Napons AOSIKHbl COOTBETCTBOBATb MNOAMUTMKE 6€30MacHOCTN opraHu3aumn.

b) AomkHbl 6bTb OTKJ/KOYEHbI BCEe pa3pelleHusi, KOTOopble He SBNATCS HeobxoauMbIMU
ONs BbINOSIHEHMS paboTbl. [omkHa 6bmb OTK/OYEHA BO3MOXHOCTb YCTAHOBKWU MPUIIOXKEHUNA.
Ecnm sTa BO3MOXHOCTb Heobxoamma ans paboTbl, €€ HeobxoAMMO OCTaBWUTb, HO HACTPOUTb
orpaHuyeHus 4vepes cpeactesa MDM (cM. Huxe).

c) Ecnn B opraHmsaumm umeeTcs cepBep AN yNpaBieHUss MOOGWIbHbIMKM YyCTpPOMCTBaMMU
(MDM server), TO HeobxoAMMO HACTpPOUTb NOAK/OYEHME K HeMy. CepBep MOXeT ObTb
MCMONIb30BaH AJ1 MNoJlydeHuss HacTpoek (B TOM 4YWUC/e HOBbIX MNpoduien HacTpoek) u
NPUNOXEHUNA.

HacTtpoiika OC, K KOTOpOW noakayYaeTcs YCTPOUCTBO

1. BbInONHMUTE  pekoMeHaauuM No  AOMOJSIHUTEeNbHOM HacTohke OC K3  pyKOBOACTBA
aaMMHUCTpaTopa 6e3onacHocTu ansa cooreeTcTBytowen OC.

2. Ecnv  Ha yCTpOWCTBE XPaHATCSA 3aKkpbble KJ/OYW, pe3epBHble KOMWUU YCTPOWCTBA,
cAenaHHble Npu MNoMOLLM BCTPOeHHbIX cpeacTB SailfishOS, To oHM aomxHbl 6bmb 3awndposaHbl. Ons
3awmndposanma noa ynpasneHneMm OC Windows MoxeT 6bmb ncnonb3osaHo MO Kpuntollpo EFS.
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8. TpeboBaHnsa no Kpuntorpaduyeckon sawmrte

LomKHbI BbINONHATLCS TpeboBaHUs:

1. lcnonb3oBaHUS TOJbKO JIMLLEH3MOHHOIO CUCTEMHOrO NMporpaMMHoro obecrnevyeHus.

2. Pazgena 16 gokymeHTa XTHAN.00087-03 91 01. Kpuntollpo CSP. PykoBoacTBO
aaMmHucTpaTopa 6e3onacHocTu. Obwas YyacTb.

3. Mepen Havanom paboTbl AomKeH 6bMb MpoBeAEH KOHTPOSb LENOCTHOCTM C MNOMOLLbIO
BbBoBa /etc/init.d/cprocsp check. KoHTponeM ULENOCTHOCTM A[OMKHbI ObTb OXBadeHbl danbl,
yKasaHHble B n. 15.

4. HacTpolikn onepaunoHHoli cuctembl ansa pabotbl ¢ CK3U no n.7.2.

5. Mpu uHcTtannsumm CK3U ponxHel 6bmb obecneveHbl opraHn3aunoHHO-TEXHUYECKNE Mepbl
No UCKJ/IIOYEHUIO NOAMEHbI ANCTpmnbyTrBa M BHeCeHUs nsmeHeHmn B CK3M nocne yctaHOBKM.

6. icknioveHnsa u3 nporpamMmHoro obecneyeHus MOH6UABHOMO YCTPOWCTBA C YCTAHOBJ/IEHHbIM
CK3W cpeacTts oTnagku.

7. Maponb, wucnonb3yembil Ans ayTeHTudukKaumm nonb3oBaTeniel, AO/HKEH CcoAepXaTb He
MeHee 8 cuMBONOB andaBuTa MOLWHOCTM He MeHee 10. [epuoAMYHOCTbL CMEHbl Mapoas — He pexe
o4HOro pasa B 3 Mecsua.

8. NeproaAnNYHOCTN TEeCTOBOr0 KOHTPONS kpuntorpadumyecknx dyHkuum - 10 MUHYT
(BbIMONHSAETCA aBTOMATUYECKM).

9. ExxecyTouHOM nepesarpy3kn MobUIbHOro ycTpoMCTBa.

10. MNepmnoan4HOCTU OCTaHOBaA MOBMILHOIO YCTpoOMCTBa - 1 Mecsu,.

11. 3anpewaeTcs MCNoab30BaTb pexuMm npocton 3ameHbl (ECB) TOCT 28147-89 ans
wndpoBaHnsa MHMOpMaLMK, KPOMe KOYEBON.

12. JonmkHO faBaTbCa npeaynpexaeHne O TOM, YTO MPU UCMOb30BaHUU pexunMma Wndpo BaHUs
CRYPT_SIMPLEMIX_MODE m™aTtepwuan, obpabaTbiBaeMbil Ha OAHOM KJ/itoue, aBTOMaTU4YeCKun
orpaHuumBaeTcs BenuynHom 4 MB.

13. JjomkHO 6bmb 3anpeweHo ucnonb3osaHme CK3W gns 3awutbl TenedoHHbIX NeperoBopos
6e3 NpuHATUS B CMCTEME Mep MO 3aluTe OT MHPOPMATUBHOCTM MOBOYHBIX KaHanoB, cneunduyeckmnx
npu nepegade peyu.

14. Npu akcnnyataumm CK3N HeobxoanMO BbINOSIHEHME AEUCTBYHOLWKMX B Poccuinckom
Q®epepauunm TpeboBaHMn No 3awute nHbopMaumn OT YTEYKM N0 TEXHUYECKUM KaHanam, B TOM 4ucne,
no KaHany cesa3m (Hanpumep, CTP-K).

15. KOHTponeM LEeNoCTHOCTU AOMKHbI 6bTb OXBauyeHbl (aibi:

Jopt/cprocsp/bin/arm/certmgr
J/opt/cprocsp/bin/arm/cpverify
Jopt/cprocsp/bin/arm/cryptcp
Jopt/cprocsp/bin/arm/csptest
J/opt/cprocsp/bin/arm/csptestf
Jopt/cprocsp/bin/arm/der2xer
/opt/cprocsp/bin/arm/genkpim
/opt/cprocsp/bin/arm/inittst
Jopt/cprocsp/bin/arm/wipefile
/opt/cprocsp/sbin/arm/cpconfig
Jopt/cprocsp/sbin/arm/mount_flash.sh
/opt/cprocsp/sbin/arm/unreg_prov_type_name.sh
Jopt/cprocsp/lib/arm/libasnldata_XER.s0.4.0.4
Jopt/cprocsp/lib/arm/libcapil0.s0.4.0.4
Jopt/cprocsp/lib/arm/libcapi20.s0.4.0.4
Jopt/cprocsp/lib/arm/libcpalloc.s0.0.0.0
Jopt/cprocsp/lib/arm/libcpasnl.so0.4.0.4
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Jopt/cprocsp/lib/arm/libcpext.so0.4.0.4
Jopt/cprocsp/lib/arm/libcplib.so.4.0.4
Jopt/cprocsp/lib/arm/libcpui.so0.4.0.4
J/opt/cprocsp/lib/arm/libcsp.s0.4.0.4
Jopt/cprocsp/lib/arm/libenroll.s0.4.0.4
Jopt/cprocsp/lib/arm/librdrdsrf.s0.4.0.4
/opt/cprocsp/lib/arm/librdrfat12.s0.4.0.4
Jopt/cprocsp/lib/arm/librdrrndmbio_tui.so0.4.0.4
/opt/cprocsp/lib/arm/librdrsup.s0.4.0.4
/opt/cprocsp/lib/arm/libssp.s0.4.0.4
Jopt/cprocsp/lib/arm/libsspdrv.a
Jopt/cprocsp/lib/arm/liburlretrieve.so.4.0.4
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MpunoxeHne 1. KOHTPOb LENOCTHOCTU NpOorpaMMHoro obecnedeHus

B pononHeHne K aMcTpubyTmBy MOCTaBNATCHA CKpunToBble dannbl integrity.sh, 3anyckom
KOTOPbIX MOXHO yb6eauTbCs B LENOCTHOCTM ANCTpubyTuBa A0 ero yCTaHOBKMU.

MporpammMHoe obecnedeHne CK3WM umeeT cpeacTBa obecneyeHus KOHTPONs LenocTHocTu MO
CK3M, KoTopble BbINOSHATCA MNEPUOANYECKN.

Ecnin B pesynbraTe NepuvoaMyeckoro KOHTPOJS LEeNoCTHOCTM MNOSABASAKTCA coobuweHuss o
HapyLlWeHUM LEesIOCTHOCTU KOHTponupyemoro daiina, nonb3oBatenb 0653aH npekpaTutb paboTy wu
0bpaTnTbCa K aAMUHMUCTpaTopy 6€30MacHOCTW.

AaMuHucTpatop 6e30nacHoOCTW, NpoaHanM3uMpoBaB MPUYMHY, TMPUBEALLYID K HapyLUeHUIo
LEeNoCTHOCTH, AokeH nepeyctaHoBuTb MO CK3U «Kpuntollpo CSP» ¢ anctpmbyTtumBa, MinM CUCTEMHOE
Mno.

Moaoynb cpverify no3BONSET OCYLWECTBAATb KOHTPOJb LENOCTHOCTUM  YyCTaHOBJIEHHOrO
nporpaMMHoro obecnedyeHnss. KOHTPOSb LEOCTHOCTM alnoB OCYyLLeCTBSeTCa MNepuoanyeckmu
(HeCKONbKO pa3 B CYTKM) WAM MPUM PYyYHOM 3anycke MNporpaMMbl KOHTPOSS LeIOCTHOCTU, a Takxe
ONHAMUYECKN ANS YXKe 3arpy>XeHHbIX UCMOJIHAEMbIX MOAYJIEN.

cpverify filename [-alg algid] [hashvalue] [-inverted_halfbytes <inv>] - nposepka
uenocTHocTn danna ¢ uMmeHem filename no anroputmy algid. Ecnm He ykasaH napametp hashvalue, 10
3HayeHMe XaWw-dyHKUMN ans cpaBHeHUs bepeTtcsa m3 danna <filename.hsh>. MapameTp algid moxeT
npuHMMaTb 3HadeHus GR3411, GR3411_2012_256 wn GR3411_2012_512. Ecnu algid He ykasaH, TO
ncnonb3syetca GR3411. [-inverted_halfbytes <inv>] ykasbBaeTcsa, ecnm nonybantel B hashvalue
nepeBepyTbl. [Mo-yMondaHuio inv yctaHaenmeaeTcs B 1 ana GR3411 u B 0 gna GR3411_2012_256 u
GR3411_2012_512.

cpverify -mk filename [-alg algid] [-inverted_halfbytes <inv>] - BbMMUCNEHME 3HAYEHUS X3LU
dyHkUuMn agna danna ¢ umeHem filename. [MapameTp algid MoxeT npuHMMaTb 3HadeHums GR3411,
GR3411_2012_256 wn GR3411_2012_512. Ecam algid He ykasaH, TOo wucnonblyetrcsa GR3411. [-
inverted_halfbytes <inv>] yka3sbiBaeTcs, ecnum Heobxoammo nepeBepHyTb nonybantel B hashvalue.
Mo-yMonuyaHumio inv ycTaHaBnuBaetrca B 1 ana GR3411 m B 0 ana GR3411_2012_256 w
GR3411_2012_512.

cpverify -file_sign filename -cont cont_name [-pin password][-provhame Provname] [-
provtype Provtype] - noanucbiBaetr dann ¢ umeHem filename ¢ nomowbio KAwYa, B3SATOrO M3
KOoHTelHepa ¢ nmMeHeM cont_name. lNone password - naposb 3aluTbl KOHTenHepa. MNona Provname u
Provtype ykasbBalOT, KakoW npoBamaep Heobxoammo wucnonb3osatb. [lone Provtype ™oxeTt
npuHMMaTb 3HadveHusa 75,80 n 81. Ecnum Provtype He ykasaH, TO ncnonblyercs 75.

cpverify -file_verify filename [signval] -timestamp date - [posepseT noanuce danna c
umeHem filename. Ecnam signval He ykasaH, TO 3HauyeHue pAns cpaBHeHus 6GepeTcs wu3 daina
<filename>.sgn. B none date Heob6xoammo ykaszaTb AaTy, Korga noanmcb 6blna cospaHa, B dopmMaTe
dd.mm.yyyy.
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MpunoxxeHune 2. YnpasneHue npoToKOJIMPOBAHMNEM

0N BKAOUYEHUA/OTKAOYEHNS 3HaYeHns log ncnonelynre:

Ons 3agaHns ypOBHS MPOTOKO/IMPOBaHUS

/opt/cprocsp/sbin/arm/cpconfig -loglevel cpcsp -mask <ypoBeHb NMPOTOKONMPOBaHWUSA>
Onsa 3agaHmsa dopmaTa NpoOTOKOJia 3aperncTpMpoOBaHHbIX COObTUIA
/opt/cprocsp/sbin/arm/cpconfig -loglevel cpcsp -format <dopmaT npotokona>

[ns npocMoTpa MaCKu TeKyLlero ypoBHs U popMaTa nMpoToKoa
Jopt/cprocsp/shin/arm/cpconfig -loglevel cpcsp -view

3HauyeHMeM napaMeTpa <ypoBeHb MNPOTOKOIMPOBaHUS> sABMsieTCcsa 6buToBasi Macka:
N_DB ERROR = 0x1 # coobuieHuns o6 owmbkax
N_DB LOG = 0x8 # coobllieHusa o Bbl3oOBax
3HayeHneM napameTpa <dopmaT npoTokona> sABnseTcsa 6MToBas Macka:
DBFMT_MODULE = 0x1 # BblBOAWUTb UM MoAyNs
DBFMT_THREAD = 0x2 # BblBOAWTb HOMep HWUTKU
DBFMT_FUNC = 0x8 # BbIBOAUTb UMSA DYHKL UK
DBFMT_TEXT = 0x10 # BbiBOAUTb CaMo cooblieHune
DBFMT_HEX = 0x20 # BbBOoAUTb HEX pgamn
DBFMT_ERR = 0x40 # BbiBOoaAUTb GetLastError

-19 -



XTAN.00087-03 91 10. Kpuntollpo CSP. PykoBoACTBO agMUHUCTpaTopa 6e3onacHocTu.
Mcnonb3oBaHne CK3M noa ynpasneHnem OC SailfishOS.

JINCT pernctpauum U3MeHeHui

JlucT pervctpaumm nsmMeHeHui
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